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Who is X-Force?
Hacker-driven offense. Research-driven defense. Intel-driven protection.

X-Force Red
– Vulnerability & attack surface 

management

– Penetration testing

– Adversary simulation

– Application security testing

X-Force Incident Response (IR)
– IR preparedness services

– 24x7x365 emergency IR support

– Threat hunting

– Cyber range simulated experiences

X-Force Threat Intelligence
– Threat intel insights, sharing platform

– Threat program assessments 

– Dark web analysis

– Malware reverse engineering
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Report Overview
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Offers a detailed investigation of factors that 
influence financial impacts to organizations. 
Organizations can learn what security measures 
can mitigate costs.

ü Proprietary research
ü 3,600+ interviews
ü 550+ breaches analyzed
ü 16 countries/regions
ü 17 industries
ü 18th year

Who is this report for? All business leaders 
concerned with protecting the organizations 
finances, reputation, customer data and privacy, as 
well as limiting risk and managing compliance. 

2023



Average cost of a data breach

Reached an all-time high 
of USD 4.45M

Increased by 15% in the 
last 3 years
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Industries ranked by cost

1. Healthcare – USD 10.93 million

2. Financial – USD 5.90 million

3. Pharmaceuticals – USD 4.82 million

4. Energy – USD 4.78 million (+1)

5. Industrial – USD 4.73 million (+2)

6. Technology – USD 4.66 million (-2)

7. Services – USD 4.47 million (-1)

8. Transportation – USD 4.18 million (+5)

9. Communications – USD 3.90 million (+3)

10. Consumer – USD 3.80 million (-1)

11. Education – USD 3.65 million (-1)

12. Research – USD 3.63 million (-4)

13. Entertainment – USD 3.62 million (-2)

14. Media – USD 3.58 million (+1)

15. Hospitality – USD 3.36 million (+1)

16. Retail – USD 2.96 million (-2)

17. Public sector – USD 2.60 million
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INCOMPLETE

– Avg breach cost increased YtY

– Average breach cost decreased 
YtY

– +/- indicates movement of rank



Average cost and frequency of data 
breaches by initial attack vector
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USD millions

Accidental data loss or lost or 
stolen device, 4.46

Business email compromise, 4.67

Cloud misconfiguration, 4.00

Known unpatched vulnerability, 4.17

Malicious insider, 4.90

Phishing, 4.76

Physical security compromise, 4.10

Social engineering, 4.55
Stolen or compromised
credentials, 4.62

System error, 3.96

Unknown (zero-day) vulnerability, 4.45
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Report Overview

IBM X-Force Cloud Threat Landscape Report
aids clients and the broader community with their 
cloud security strategy. Our findings reveal the 
various ways we’ve observed threat actors 
compromising cloud environments and the types of 
malicious activities they pursue when inside. 

IBM Security X-Force Threat Intelligence Index 
tracks new and existing trends and attack patterns 
and includes billions of datapoints ranging from 
network and endpoint devices, incident response (IR) 
engagements, vulnerability and exploit databases 
and more. 
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Cloud Threat Landscape Report




