
Project Craton
Accelerating compliance 
and operational security



Introduction
• Sourabh Satish

– Co-Founder and CTO, Pangea Cyber
• Pangea Cyber

– ~2 yr old Startup, Series B led by Google Ventures and Ballistic 
Ventutres

– First SPaaS (Security Platform as a Service) vendor to provide 
APIs for your enterprise-ready, security and compliance related 
features in the Application code.



“By 2025, 60% of the new 
custom business 
applications will be built 
using reusable business 
services via a shared 
curated component 
catalog or marketplace.”

Composable Apps Accelerate Business Innovation
Gartner Predicts 2023
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What every secure application needs
Essential Enterprise Ready

Tamperproof audit trail
Secure Audit Log              Available

Secure login & user mgmt
AuthN                                      In  Beta

ReBAC, RBAC & ABAC authorization
AuthZ                            Coming soon                        

Secret and Cryptographic Key Store
Vault                                    Available

Licensing & Entitlement mgmt
Licensing                  

Secure Data Objects
Data Protection

Securely store & share file objects
Secure Object Store      Coming Soon

Store data on the blockchain
Secure Ledger

Cleanse file objects
Sanitize                            Coming Soon

Detect potential threats
Threat Analysis

Scan file objects for malware
File Scan                                      In Beta

Sandbox suspicious files
File Detonation

Sandbox suspicious URLs
URL Detonation

Comply with regulatory requirements
Compliance

Limit access by country
Embargo                             Available                   

Remove sensitive information
Redact                                 Available                      

Classify data by type
Data Classification       Coming Soon

Control Application Access
Access

Detect non human users
Bot Detection

Send &  receive messages securely
Secure Messaging

Block known threat actors
Threat Intelligence

Detect known malicious URLs
URL Intel                           Available                   

Detect known malicious IPs
IP Intel                               

Detect known malicious domains
Domain Intel                    Available

Detect known malicious files
File Intel                            Available                  

Security Services for Developers

Security Platform as a Service

Identify breached credentials
User Intel                          Available

IP Reputation                  Available
Geolocate                         Available
VPN                                    Available 
Proxy                                 Available
Domain                             Available



Craton - Business Need
• Compliance Controls are a significant burden on 

small teams
• Never ending compliance, security obligations and a 

rapidly evolving threat landscape.
• A need for greater thoroughness and consistency
• A secure and immutable audit log for continuous 

compliance evidence (vs spot checking) 



Craton - definition
• A code-first & automated approach to manage security and 

compliance tasks
• Evidence is logged continuously in a secure and tamperproof 

repository for required retention windows (Secure Audit Log)
• Evidence is cleansed of sensitive information (Redact)
• Evidence is enhanced by attaching context (Intel services)

• Automation allows small teams to do more and do consistently.
• Automation extended to include, user breach monitoring, 

reminder bot and cloud monitoring.





Craton – key takeaways
• Once security and compliance data is accessible 

with code it can quickly be leveraged to meet new 
use cases. 
• For instance, TF Audit logging can now be used to monitor for 

resource drift (a new vendor requirement)
• A streamlined compliance audit process with fewer 

findings.







Craton - team
• Baruch Mettler (Sr. Security Engineer)
• Akshay Dongaonkar (Sr. Platform and Infra Engineer)
• Jimmy Jing (Intern)
• Ruchika Muddinagiri (Intern)



Thank You


